Using network shares (UNC
paths) with Syncplify Server!
v/+ on Windows

Windows does not allow system services running as SYSTEM (or LocalSystem) to access UNC paths.
This is a design choice by Microsoft, so every system service of every vendor (not just Syncplify) is
subject to it.

So what can you do when you need your system service to access those "network shares"? For
example you may want to place your users home-VFSs on a different storage (this is practically
mandatory in high-availability environments).

The correct and secure way to do it (according to Microsoft's Best Practices) is the following:

Step #1 - Create a Windows or Active Directory "service account"

A service account is just a user account which will be used to run your system service. This
particular account will have to be given permissions onto the following directories/folders:

e C:\ProgramData\Syncplify\ServervVé (and all sub-dirs) - be wary that "ProgramData" is typically
hidden in Windows, but it's there even if you don't see it

e All of the directories, folders, and UNC (network) paths where you intend to point your
VFSs to

To avoid unattended-operation complications, it's best to set this account to never expire and to
never have to change its own password. An Administrator should take care of that, from time to
time, according to corporate policies.
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Step #2 - Grant the proper storage permissions to the service account

As already described above, this newly created service account will need to be granted access
permissions to the folders and network paths listed above:
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Step #3 - Run your virtual site's "worker" service impersonated with
the above service account

Open Windows' SCM (Service Control Manager) and locate the "worker" (wrk) service for the virtual

site you need to be able to access UNC paths:

S Tacl Srhedular
<

Frahlar a nirar tn ranfinnre and cehadola sidnmaatad

Brimminm

% Services - O *
File Action View Help
¢s @ Ec=Em > e
Syncplify Server! v6 Worker Name Status ~
Service 0 :;,':'.-:l;StiII Image Acquisition Events Bunches applications associated with still image ac...
Ston the service ?}Storage Service Prmffld.es enabling services for storage seﬁlngs and e.. Running
Restart the service -;.};Storage Tiers Management Optimizes the placement of data in storage tiers on ..
L'zl;Sync Host 92f77 This service synchrenizes mail, contacts, calendar an..  Running
Descrinti {3:}1 Syncplify Server! V& Web/RE Web/REST (API) service for Syncplify Server! Running
escription: Syncplify Server! vB Worker Service () Syncplify Server! vE Worker Service () i
Syncplify Server! v6 Worker Service () Syncplify Server! vé Worker Service () Syncplify Server! vB Worker Service () Running
-S?.’,};Syncplify.me AFT! Secure Automated File Transfer Service by Syncplify Running
L'E&SyngoDB Server (ssB-syngodhb) Lightweight document-oriented NoSCOL database se...  Running
@SysMain Maintains and improves system performance over ti..  Running
@:};System Event Notification Service Manitors system events and notifies subscribers to C... Running
L'%System Events Broker Coordinates execution of background work for Win..  Running
L'z& Systemn Guard Runtime Moenitor Broker Menitors and attests to the integrity of the Windows... Running

Extended 4 Standard /

Double click on it, and set it to run "as" the impersonation account you previously created:
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Do not forget to restart the virtual site's system service for these changes to take
effect

Once restarted, if you did everything correctly, the virtual site will now be able to access its users'
home-VFSs located on the remote UNC paths (network shares) the service account has access to.
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